Why appsec tools suck
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My story

Andre Gironda

e Interest in appsec tools

e Write for tssci-security.com
e Involved with OWASP
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I view appsec

Static
analysis

Defect-
based

Experience-
based

Black-box @

Non-
functional

Dynamic
analysis
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Operators = Narcissists

Operators have no idea about .
. . . Application Development Phases
anything related to application

development |w Service Management Phases

Requirements

80%+ of vulnerability problems
occur in the first three dark

phases. 5 ﬁ?"filf

If operators never work with
developers, their jobs will grow
in difficulty.

You can only optimize so much

before you have to fix problems 1"

at the root of their cause.
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Developers = Bipolar Bears

There is no unified Technical Practices

process. There is only Zuul

Agile and CMM mean @ @ @
something different to

everyone. Just ask.

Dev shops rarely follow S
e.g. Waterfall or SCRUM

exactly as written.

This diagram is EssUP CRESEAND. e

from Ivar Jacobson. It uses

an unpopular but relevant
programming concept, e
AOP, and applies it to

process.
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IBM CALMs everyone down

Rational
Quality
Manager

Rational
AppScan
Tester Edition

Templates

Security Levels

Huorme o Create Test Script

Basic Scan of Altoro Mutual web application

crigmator Tameny Acfion | S8lec] Action
work fem: (-

Type | Ralional AppScan Tester Edilion s TesiData | Unassigned w

This AppScan Tester Edition test script will 2can the websile for comman sacurity valinerabilities

Rational AppScan Tester Edition

Rational AppScan Tester Edtion will scan your web apphication for secunty vulnerabilities

Templane

Tammy | Log Ok

Preferercss  Help ~

Digcard Changes " Sarve |

Cordaing Uinssved Chanpes
> State; Drafl

Select the lamplate type to use while creating the scan. Once the scan has been created, this information can no longar be modifiad

Type Accessibility Scan -

Vardict Strafeqy
The vardect strategy delermines the crilana thal must be met for a related test axecubion recoed 1o pass or fail
Siverily Threshald ™ 0 High
(= # Medium
L Low

&) Information

Creale Scan
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AppScan, Monkey Edition

AppSCan | vk | Supper! | Aboad | Log O
Tester Ed. H o o 20
Secu rity ﬂ Sanrumary Larongs shpw Search Lavy ol
ik @fhnau!wt']ﬂmmnmlm:
Issues, iy —_—
R d . t- Srourity Fysaes
emediation Pogrrmcantion Tasks Ttems 1-5of § Gobopage: | 1oF L | Apels
TaSkS Bctior: | Sl Ratioral Guakly Manager Difuct % || dpgy |
O | ¥ | seetis Tssisn  Work Ik Test URL Elernent Tssane Typee Threal Chass Last Updated
I_?I ﬂ [ =] Zrs et s | s it oo, Lsd Ciogg-Sde Soriphing  Chend-side Attacks: © 91212008 7:02:57 ¢
Su bm |t B @  open 114 hittp: s sltorome, passe 5L Injection Command Exsostion: 3f12[2008 7:02:57 P
| B  Cpen Zm btk ffwees sltorom. ud S Injection Command Exsostion: 3f12[2008 710257 P
Ratlonal I_I L Open 318 hittp; | Fvmsne SGrom. passw Apohcation Error Application Cuslty Tr QNL2F2008 7:02:57 P
5 :_-l 0 Open 1] i fivminie oo, i Appcalion Eror AppRcation (uality To 90 250008 7:02:57 ¢
Qual Ity sl '.:.I,ns.
Manager
Defect
" | Duscard Charsges o
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Slowest IDE in the world

Rational £ Scope ||| Rules
Application Analyss Domains and Rules
Developer for # []1% Globahization [0/47] o
WebSphere #-[1 (2 12EE Best Practices [0/32]
* [w] 225 J2EE Security [17/17]
Software V7 # [l 125E Best Praciices [0/71]

=[] (2% 125E Security [9/9]
[+] 'Eﬂ Ahaays create final class extending java.security Permisson
[#] «d Akways make reference to System resource ransent

Code Review

(rea”y anaIyZing [+] & Avoid catching java.lang.SecurityExcepbon
source COde Wlth % i .-I'a'ad:d-:ﬁnn:‘g e Jﬂ-.ﬂ.|mg.|:;|:ﬂ-:|ﬂlﬂﬂf type
. . il ! D eiEncng Java, Seourty . PErmesson
static anaIySIS) [+] ki Awvold non final public statc fislds
[+] Wb Aveoid overndng check™ methods in java.lang. SecurityManager as stubs

- [+] < Avoid protected natve methods

\|JQ2$E Securlty [+] wd Avold publc native mathods -
ules Pt i

.........

Rils Satz: | lava Security Code Review . ‘;|
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HP also has ALM

I IP [ HP Software <BACK FORWARD> TOOLS HELP

Quality Center Domain: DEFAULT, Project: QualityCenter_Demo, User: alex_gc

: | Defect= Edit Wiew Favories Analysis
uality €

Releases ﬂ N Defect.. 2 | *‘_,;. r = B ﬁ B | (E2 CL | Eavorite : <None> - |
Ce nter o Filter: igned To[ alex_gcJ; erity[ "4-Very High" J;
-V W[%5] ¥ ™| pefect IL | Status Aszigned To Priority Severity Summary Detected on | | Detected By | Detected in €| Detected in F| Target Cycle | Target Relea:
Requirements alex_gc 4-Very High
-[i 1) New alex_gc ry High Security Defect: Cross. Scripting 1152008 alex_gc
1 New alex_gc ry High Security Defect: Cross Scripting alex_go
Ci'ﬁggﬁ;ﬁ,s 1 alex_gc ry High Security Defect: SAL Injection (confirmed) alex_gc
— (N alex_gc Security Defect: PUT Method Arbitrary File Upload |1/ alex_gc
-~ [} alex_gc S“c:urrtyr > SQL Injection {confirmed}) alex_gc
Test Plan, | ... COSS e s S I - ..., oot cxasws e tror tessss

Test Lab,
Defects

Test Lab

Defects

De=cription | Attachments # | History | ¥
= Summary: | Security Defect: Database Server Error Message

.
SeCu rlty Description: Commenis: Add Comment

Test Set Name: Application Securty -~

Test Name: Businsss Logic Unauth‘ntlcat‘d
e eC Run Hame: Ru 22

Bug Date:
URL Scanne

. .
Description
Check Hame: Datakaze Server Error Mezsags

Summary: Critical database server error mezsags vulnerabilti re identified in the web application,
indicating that an unhandled exception was generated in your web application code. Unhandled exceptions are
circumstances in which the applicatien has received user input that it did not expect and doe= net know how to
handle. When successfully exploited, an attacker can gain unauthorized access to the database by using the
information recovered from sesmingly innocucus error mezzages to pinpeint flaws in the web application and to
dizcover additional avenues of attack. Rec i include igning and adding c i error-handling
mechanizme that are capable of handling any user input to your b application, providing meaningful detail to
end-users, and preventing error messages that might provide information useful to an attacker from being
dizplayed.

Description

=

Defect 6 of 6 Server Time: 562008 12:05 PM
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HP also has Monkey scripts

est Instance Properties

HP
QAlInspect
V7

AMP Tab

Defect
Reporting,
Linked
Defects

Required /
Optional
Fields

|.-1 - //.|'-!

Test Name: [[1IFlightSecurity

Details
A
<]

All Runs

23

Attachments

7L

Configuration

=
£
Linked Defects
&=
=

History

| eyete:

Manual Automated Run Events

General Scan Settings | Auto Status Settings web Macros/Forms AMP | SmartUpdate | Licensing

QAInspect
[~ Scan Setup

Scan Type: Web Site Assessment vl Settings File: |C: »Documents and Settings™All Users’\Application Data*SP|1 Dynamics QAlnspect for Gualty Center’

0nSettings.Default xm|

Scan Mede: [Craw and Audt | Policy: |Standard =l
Starting URL: [nttp://zero webappsecurity. com.’ =
I~ Restrict to folder =1
 Defect Reporting
Log new defects: [ For each test =1 Assign new defects to: [administrator =1
Report Critical-Risk defects as: [ery High ~| Report High-Risk defects as: | 3-High =1
Report Medium-Risk defects as: IZ—Medium vl Report Low-Risk defects as: |17LD'.\' L|
Defect Rollup Settings: [No Rellup -] Save Defects to: [T Staging Area -~
—Reguired / Opticnal Fields
Fisld... [ Field Name [ User Label | Type [ Default Value |
Optional _FIX_TIME Actual Foc Time rumber
Optional BG_CLOSING_DATE Closing Date date
Optional| BG_CLOSING_VERSION Closed in Version char
Optional BG_DETECTED_IN_RCYC Detected in Cycle char
Optional | BG_DETECTED_IN_REL Detected in Releass char
Optional | BG_DETECTION_VERSION Detected in Version char
Optional | BG_DEV_COMMENTS Comments char
Optional | BG_ESTIMATED_FIX_TIME Estimated Fix Time number
Optional | BG_PLANNED_CLOSING_VER | Planned Closing Version | char
Optional | BG_PRIORITY Priority char
Optional | BG_PROJECT Project char
Optional| BG_TARGET_RCYC Target Cycle char
Optional | BG_TARGET_REL Target Felsase char
11 Cancel

01 00100000 01110011 01100101 01100011 01110101

ts/sci security

01110010 01101001 01110100 01111001




HP adds assessment mgmt

HP AMP
Console V8

Sites
Scans
Reports
Sensors

Administer

B Aarr Console

Eiler Tools Hedp
T Log OFF
Aciministration

| Activvity Lo
Wi, Connected Users
T Licensimg
Serear El_Ipclates
=t Aloveed Patihrs
my E-rnail Abarts
ing ShEMP Alerts
B Sensor Users
=1 AL Roles and Permissio
{3 Sites
L Scans
e Scan Templates
e Schenduled Scan
CHSCowary Scars
M DHsconrery Sear
Sehedided Disoc
o Reports
| Report Termplat
BY Report Resoosc
< Report Definio
i Blackouts
g Fisk Level

w i =]

smEsr e

[2] Refresh 2™ SmastUpdate |

S Echiory =

lE_-nln-;

! ﬁ Scans/FReports
| _‘_“::"'. SEnsors

‘__"1_‘-:_“-‘_. Acdmmdnistrat o

| Connected ta https:/fiocalhostiamel

]|

£ Import Scan | 800 web Console

Poles and Permissions

Security Administrator - Role Perméssions

=1 E3

FE Manager
=1 FE Security Adrmindstrator
& GTE-IMNYEMT ADmands
[+ T Security Techndclsn

L3
| STE-INVENT Admanistrator =

ROEOR

3] Site Pormissions

% s
E Scan Opticns and Settings
¥ Schedules
Reports
= PuchnrdrdsEraticn
WE HP Security Toolat

S |

Security Administrator -... | Alow
Create =1
Dafault perrmisskons Fors . [ |
23 (=] Plaranger

] 5&1;!..*?’ Tﬂd‘ﬂ'ﬂ:lﬂ'ﬁ

| Dy
O
_
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Monkeys & Devs hold hands

HP AMP & AMP Console EEK

Eile Tools Help

CO n SO I e V7 ¢4 Log OFF Refresh g8 SmartUpdate | [ Mew Scan @ New Site Discovery | (@

Devices Devices

Web Console

= £33 Devices - Action -
< Sensors
. Clients
DeVI CeS webInspect Clients
) GaInspect Clients Mame IP Address Laszt Conne Connection Expirati Type App Type App Subty.. | Status Statuz M. | Gr..  Curr.
u DevInspect Clients

S e n SO rS y weblhzpect 8/26/2008 5. 8/26/2008 5:11:50 AM Wweblhspect “weblnzpect Disconnect ..

Devinspect-D.. 8/26/2008 5:.. B/26/2008 5:11:50 AM Devinzpect Devinspect  Devlnspect-.. Disconnect..
H QAlnspect-H ... 8/26/20085:.. 8/26/2008 5:11:50 Ak Oalnspect Qalnspect HPtderc Dizconnect ..

CI Ie ntS asuweblnsp.. asu E/BA200870:.. MAA Sensor “Weblnzpect  AmpSensor Offlire
blee33webl.. blee33 E/B/20085:5.. NAA Sensar wWeblnspect  AmpSensar Qffline
D1-1014292-. D1-1014292 BAAAZ0086:0.. M4 Sensor “Weblnzpect  AmpSensor Offlire
zpisdiczerver.. spizdlcserver 8/26/20081.. MAA Sensor “Weblnzpect  AmpSenzor Available ‘“web zca..
Suprapatwe.. Suprapat BABAZ0081:0.. M4 Sensor “Weblnzpect  AmpSensor Offlire

Devinspect
Weblnspect
QAInspect

Coming e

October 2009: | (o shedues

-~
. = Device Mame: DevInspeck-4S.MET IPAddress:  (none)
FO rtlfy 360 L)_l Renoe App Type: DievInspeck App Subbype: WS.MET
S Devices User: {nonel Group: {none’
> Last Connect: SI26/2005 10:55:35 AM Expiration: 8/26/2008 11:03:358 AM
&
N ini: (] Skatus: s ted
';N Administration aktus onnecke
Messane: {none)
~
Connected to https:fflocalhost) ampy Adrrinistrakor

‘s start SO [




Second slowest IDE

Microsoft Visual

Studio 2005, 2008 #-«-Gd@ s an

Test  indow

P
« 5

Community  Help

)

.

. R = =
Wlth H P x‘“ _,-’i\vailahleServices.aspH.cs[ Login.aspx.cs | Start Page "'Secur_e Inputs ~ ¥ | Security Yiew ~ 0 X
é' IV{gAvailableServices w :I ?VbtnSubmit_CIick(object sender, Eventargs e) v | = LH B @ E 3{?
Devlinspect T = republadest -
130 public partial class AvailshleServices : System.lUebh.UL.FPage AvailableServices. aspx
14| ¢ EillingHistory, aspx
1.5 protected void Page Loadi{object sender, Eventlirgs e) ContactUs. aspx
- Default, aspx
18 { Lagi
0gin. aspi
Secure Inputs L
y 15 ¥ 4
B B Main, aspx
5 5 1= protected void btnSubmit_Click(ocbject sender, Eventlirgs e) PayBill, aspx
Security View ol
o string connection = System.Configuration.ConfigurationManager.Connect ThankyouContact, aspx
22 ng.Format ("select ave.¥ from Services sve left outer werifyContact . aspx
23 3ort By k apter = new Sgllataldapter (sql, connection): WiewBill. asp
b i
. o 4 Showy Columnnis P | Naraser 1 -_— Q=% web.Config v
Secu reo b eCtS === Showe Error Help E ! L‘:“fgSqution Explorer DSecurity Wiew
Cubpuk F -~
Copy. e i Properties I x
Show output From: 9 - i L Sh | =S =] =
k -
Session audite HexbEfGE Eihacktel flogin. aspx A
. i Session audite Previous Error Z/hacktel/login. aspx = =
FIX Vulnerablllt Zession audite| Zrhacktel flogin. aspx
y Session audite &1 show Source Code Zihacktel flogin. aspx
Session audite @ wulnerability Surmmary Eihacktel flogin. aspx
Session audite Z/hacktel/login. aswx
% -8 X
o1 D Fizx Yulnerability
CECZDIEN ™ 1 _
| Description Ignore Yulnerability L4 File Line Colurin Project |
@ 1! Session Hijackin pal  Reanalyze Page ki) web, Config 29 g CHInetpubiHacktel,
@ 2 Session Hijackin web, Config 29 8 tpubiHackkel,
@ 7 Unvalidated Data Usage {Stakic) AvailableServices aspx.cs 2z L] CHiInetpubiHacktel,
@ 10 Unvalidated Data Usage (Stakic) ContactUs, aspx.cs 21 L] CiInetpubiHacktel, “
| Errar List
Ready
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Security Bugfixers exist?

H P Devl n SpeCt Hacktel - Microsoft ¥isual Studio

File Edit Miew ‘Website Build Debug Tools  Test  Window  Community  Help
- IREED R A - N RREE S I = S = N ST = s
yh A | #

Ele
= @Bl

L

Secu re I n p utS };— fvailableServices.aspx | AvallableServices.aspe.cs | Login.aspx.cs | Stark Page | ~ M || Security View > 3 X
) y x T E e
. . g B B PR W
SeCU ”t V|eW = = @ Crinetpubinackteh
7 AevailableServices, aspe
%] EillingHistory . aspx
2 5] ContactUs.aspx
3 5] Default. aspex
%] Login. aspx
etected Inputs O - Looour. e
ExkZipcode Availableservices, .. | Control Alphanurmeric ... % | apply Validator Q Maln._aspx
| | } = -h %] PavEill.aspx
Conneckion Main, aspx |Header Alphanumeric ... % | Apply ¥alida... %] Thankyou,aspx |
. Low Pragma ContackUs, aspx Header Alphanumeric ... % | Apply Yalida... Q ThankyouCantact, aspx
T T T T T 1 0 WerifyContact. aspx
a I a O r Low Hosk | Default, aspx Header | Text: U.S, ASCIT  » | Apply Yalida... Q Wiewdill, asps I
Low Referer ContackUs, aspx |Header URL * | Apply Yalida... _Qa ‘web. Config B |
Lo Conneckion | PayBill.aspx |Header | Alphanumeric ... | Apply ¥alida... Q‘ESolution Explorer DSECU”W View
Low Hosk Login, asp:x Header | Text: 1.5, ASCII  » | Apply Yalida... Properties - 3 X
O u tp Ut oo Referer Login. aspix Header URL » | Apply ¥alida... | ChInetpubiHacktel, Web Site Security Properties -
Low Connection | Logout. aspoe | Header Alpharumeric ... % | Apply Yalida... Ai
— | 1 E ! | = A 3|
s v finar o o Haad | . ool Walida i
1 11 Il 3 i 3 L L T be 11 OSCTT At | 0y LY EI Ehecks A |
Output - 1 x Ignored Checks {Collection}
: > _ El Forms
EhIDW output from:  Scan . W s M= = Web Form Values Mone
Session crawl completed: http: localhost: 10582 /hacktel /contactus. aspx B Permissions
Session crawl completed: http: localhost: 1082/ hacktel  login. aspx ] Excluded Cookies String[] Array
Session crawl completed: http://localhost:1082 /hacktel /verifycontact . aspx Excluded Form Values String[] Areay
Seszion crawl completed: http: localhost: 108F fhacktel focontactus . aspx = T
T 5 Excluded Query Parar String[] Array
Session crawl completed: http: localhost: 1087 fhacktel flogin. aspx
Seszion crawl completed: http: localhost: 1087 fhacktel flogin. aspx Statas : o
Session crawl completed: http: fflocalhost:108Z/hacktelslogin. aspx Igl-'ml:ed Ei_.ed'(s = |

Scan complete at 10:54:323 PM.
B 3 A list of checks that will be ignored For the current page

or website,

_',3 Error Lisk

Ready
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90%+ False Pos/Neg Rates

Static Analysis Tools Exposition (SATE)

— 48k warnings reported: 6 people reviewed a
6k subset over several months, resulting in
1800 findings

—  After tuning, tools still had a false-positive
error rate of 96%

—  After sampling a subset, false-positive rate
was still over 70%

Link extraction — wivet.googlecode.com

— No tool achieved 100%, No open-source tool
achieved over 50%

ts/sci secumt\f
Q 1] 1 0] V11 01101001 00100000 01110011 01100101 01100011 01110101 01110010 01101001 100 01111001



Notoriously don’t work with

e Popular frameworks and languages

e Annotations, @OP, DI, IoC, ORM

e And other words you‘ve never heard of
e Serialized objects or applets

— Java, Flash remoting, Flex,
ViewState, XML|JSON |Javascript]|
Ajax in the DOM

e One language inside (embedded in)
another

- L
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People vs. Tools

Static \ Dynamic
Experts -
e "-{H\ e
4 . Static } Experts
|  Review
analysis 5
W - ( Expenence- \ ( Defect-

Black-box

White-box based /\ based

1
\ \
Y
i o
. P4 -, -
\ e o ol -
o ™ e "

T

Functional No.n- Dvnam.lc
functional / analysis

\“‘*«-\___/ \“-\_____J// i o e
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e People who verify code by reading it

— Source Insight

— Notepad++

— Follow ASVS, map tools to activities
e Desire to learn

— Training or community should follow
e Governance and appsec policies

- L
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How I know this

http://isbn.nu/1933952199/ (Advanced Software Testing)

http://isbn.nu/143021080X/ (Pro Visual Studio Team System Application Lifecycle Management)
http://isbn.nu/0738431974/ (Collaborative Application Lifecycle Management with IBM Rational)
https://buildsecurityin.us-cert.gov/daisy/bsi/articles/best-practices/code/212-BS|.html
http://www.ivarjacobson.com/products/essup.cfm
http://msdn.microsoft.com/en-us/teamsystem/aa718795.aspx

http://vstsscrum.codeplex.com

http://scrumforteamsystem.com

http://msdn.microsoft.com/en-us/security/dd670265.aspx
http://news.cnet.com/8301-13505_3-10218777-16.html
http://en.wikipedia.org/wiki/Rational_Application_Developer#Criticisms
http://www.isecpartners.com/files/SD%20Best%20Practices%20-%20Code%20Scanning%20Case%20Studies.pdf
http://www.cigital.com/justiceleague/2009/03/30/maturity-models-vs-top-10-lists/
http://samate.nist.gov/index.php/SATE.html

http://deblaze-tool.appspot.com/
http://www.matasano.com/log/1739/ruby-for-pentesters-a-viewstate-deserializer/
http://weblogs.java.net/blog/inder/archive/2007/01/fortifying_web.html
http://www.owasp.org/index.php/Man_vs. Code
http://www.greebo.net/2009/06/18/using-asvs-for-real/
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http://isbn.nu/1933952199/
http://isbn.nu/143021080X/
http://isbn.nu/0738431974/
https://buildsecurityin.us-cert.gov/daisy/bsi/articles/best-practices/code/212-BSI.html
http://www.ivarjacobson.com/products/essup.cfm
http://msdn.microsoft.com/en-us/teamsystem/aa718795.aspx
http://vstsscrum.codeplex.com/
http://scrumforteamsystem.com/
http://msdn.microsoft.com/en-us/security/dd670265.aspx
http://news.cnet.com/8301-13505_3-10218777-16.html
http://en.wikipedia.org/wiki/Rational_Application_Developer#Criticisms
http://www.isecpartners.com/files/SD%20Best%20Practices%20-%20Code%20Scanning%20Case%20Studies.pdf
http://www.cigital.com/justiceleague/2009/03/30/maturity-models-vs-top-10-lists/
http://samate.nist.gov/index.php/SATE.html
http://deblaze-tool.appspot.com/
http://www.matasano.com/log/1739/ruby-for-pentesters-a-viewstate-deserializer/
http://weblogs.java.net/blog/inder/archive/2007/01/fortifying_web.html
http://www.owasp.org/index.php/Man_vs._Code
http://www.greebo.net/2009/06/18/using-asvs-for-real/

Extra Credit: WAFs

e WAFs are Monkey scripts cleverly marketed
as network-based firewalls

e WAFs can be helpful for improving findings in
the lab

— Microsoft AntiXSS SRE config
generator

— GDS Security SPF and IIS7 features

— Mod-security can find XSS on the
outbound, R.Barnett BlackHat DC 09

- L
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